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TRADEMARKS

Product names referenced in this document may be trademarks or registered trademarks of their
respective companies and are hereby acknowledged.

GLOSSARY OF ACRONYMS

AP Application Programmer’ s Interface
ASCII American Standard Code for Information Interchange

BOC Bank of Canada

CA Computer Associates
CD Compact Disk

CPB Canada Premium Bond
CPU Central Processing Unit
CSB Canada Savings Bond
DB Database

HP Hewlett Packard

EMC EMC Corporation

FTP File Transfer Protocol
FTPS FTPover SSL

GB Gigabyte

GHz Gigahertz

GUI Graphical User Interface
/O Input / Output

MFC Microsoft Foundation Class library
N/A Not Applicable

(O Operating System

RDMS  Retail Debt Management System
RDO Retail Debt Operation

SDK Software Development Kit
SPOC Secure Posting Of Contribution and other files
SSL Secure Socket Layer
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PREFACE

This document describes the implementation of the Bank of Canada’s secure FTPS
solution.

CONTACT INFORMATION

Organizations transmitting payroll contribution files

e Pleasecal the Employer Help Line at 1 888 467-5999 Monday to Friday, 8
am to 6 pm, Eastern Time.

Processing Agents transmitting Canada Savings Bond pur chase files

e Pleasecal 1-613-751-2495 Monday to Friday, 8 am to 5 pm, Eastern Time.
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1. INTRODUCTION

1.1. Purpose

This document is a guide that can be used by organizations using the FTPS server to upload data
files (such as purchase and payroll contribution files). It is intended for a fairly technical
audience that is already familiar with FTP and is already aware of the files to be uploaded (see
references in section 1.5 ‘ Referenced Documents').

1.2. Scope of this Document

This document provides the technical information required to use the FTPS system. It is not
intended to document the business processes related to the FTPS system. It is intended to
complement, not replace, the file specifications referenced in section 1.5 ‘Referenced
Documents'.

1.3. Background
The FTPS system supports two types of data file uploads:

e Processing Agent organizations transmit files containing details of bond purchases
made by the general public. These purchase files are received during the Canada
Savings Bond sales campaign.

e Employer organizations transmit files containing employee contribution details for
non-certificated purchases taking place through payroll deduction. Payroll
contribution files are transmitted on aregular basis, such as weekly or every two
weeks, to coincide with employer payroll cycles. In both cases, the datais classified
Protected B" and as such special measures are needed to ensure the datais transmitted
and handled securely.

1.4. Organization of This Document

Section 1 Introduction. This section describes the purpose, scope and organization
of this document. This section aso identifies al documents referenced
within this document.

"“Protected B” (particularly sensitive) is a Government of Canada designation that appliesto information that, if
compromised, could reasonably be expected to cause serious injury outside the national interest and often include
information, which if released, would reasonably compromise individual privacy e.g., loss of reputation or
competitive advantage.
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Section 2

Section 3

Section 4

Section 5

Overview. This section provides an overview of the network architecture
and the security features of the FTPS system.

Using a FTPS Client GUI. This section provides instructions to users
wishing to use the FTPS system through a GUI-based client software.

Using a FTPS Client API. This section provides instructions to users
wishing to use the FTPS system through a custom-built client software.

Upload File Specifications. This section provides or references the
specifications of the files that may be uploaded through the FTPS system.

1.5. Referenced Documents

The following documents are referenced within, or have been used in the preparation of this

deliverable.

Technical Specifications for Proprietary Payroll System Users

http://www.csh.gc.ca/wp-content/upl 0ads/2009/02/s3conv-
techni cal specifi cations.pdf

Retail Debt Management System (RDMS) Purchase File
Specifications

http://csb.gc.calfis/selling-and-processing-s42/2 anguage=en
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2. OVERVIEW

This section provides an overview of the network architecture and the security features of the
FTPS system.

2.1. Network Architecture

The following diagram shows the network architecture of the FTPS system. An organization
uses the public Internet to connect to the FTPS server and upload data and password files.

Emails

when FTPS

password changed Application

/ Servers

2 FTPS User Id / ‘

Data Files

Password Internet
4 Data and |
R Password Files —
= | =
Organization’s Server FTPS
or Desktop Bt

Organizations that use a firewall that restricts outgoing connections must configure their
firewalls to allow outgoing connections to IP address 204.104.133.46 (csb-oec.bpmca.com) on
ports 990 and 23001 to 23100 if using “implicit” mode, or ports 21021 and 23001 to 23100 if
using “explicit” mode.

2.2. Steps for Using FTPS

The following are the basic steps that are followed to use the FTPS system. More details on
these steps are provided in the following sections of this document:

1. Establish a connection to the Internet.
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2. Connect to the FTPS server. In this step, the user has two options (for either option, data
encryption must be enabled):

a. Implicit mode with passive connection type. This option must use port 990.
b. Explicit mode with passive connection type. This option must use port 21021.

3. Login to the FTPS server using the user id assigned to the organization and by entering
the organization’s secret password.

4. If prompted, accept the FTPS server’s certificate.

5. Set the transfer mode to ASCII or binary. On thefirst attempt to use the FTPS server
with atest file, users should use ASCII; if this mode is not successful (which may happen
if the file contains special characters) then binary should be used.

6. Repeat the following step as many times as required:

a. Upload adatafile or a password file (the password file is used to change the
organization’s secret password).

7. Closethe FTPS connection.

2.3. Security

The data files uploaded through the FTPS system are not encrypted before being transmitted but
are protected by the following measures:

e Filesaretransmitted using FTP with SSL, which ensures that the files are encrypted
whilein transit on the Internet.

e Each organization is allowed and encouraged to change its password frequently. A
minimum frequency of 3 months is recommended.

e Once an organization changes its password, that password is known only by the
organization. The Bank of Canada help desk cannot see the password.

e By enforcing stringent criteriafor its passwords, the FTPS server ensures that only
strong passwords are used (see section 5.2.1 ‘ Password File Contents’ for a
description of the criteria).

e Usersof the FTPS server have upload capability but no download, delete, list, or
rename capability.

e The FTPS system verifies the data in the datafiles against the user id of the sending
organization. A datafileisaccepted only if it contains data that the organization is
permitted to submit (see sections 5.1.1 ‘Payroll Contribution Data File Contents’ and
5.1.2 *Purchase Data File Contents' for more details).
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3. USING A FTPS CLIENT GUI

This section provides instructions to users wishing to use the FTPS system through a GUI-based
client software.

3.1. Recommended FTPS Client GUI

The FTPS system has been thoroughly tested using Glub Tech Secure FTP v2.5.12 on Windows
XP. This softwareis available on Windows, Mac OS X, and any Unix platform where a Java
runtime environment (version 1.4+) ispresent. It can be purchased online from Glub Tech
(http://www.glub.com/store/) for US$25".

3.1.1. Installation of Glub Tech Secure FTP

The following steps may be followed to install Glub Tech Secure FTP on a Windows desktop
(similar instructions would be used for other platforms):

If you don't have the Java Runtime Environment (JRE) version 1.4 or greater, you
must first download and install it. This can be done, for example, from the following
web address using a web browser (such as Microsoft Internet Explorer):
http://java.sun.com/javase/downloads/index_jdk5.jsp (download Java Runtime
Environment 5.0 Update 12). Note that thisis an example only —any version that is
egual to 1.4 or greater can be used.

If you had to download the Java JRE, install it by running the downloaded file (e.g.,
jre-1 5 0 12-windows-i586-p.exe).

Purchase a license through the following web address using a web browser, and
follow the vendor’ s instructions:
http://www.glub.com/store/

Download the Glub Tech Secure FTP software from the following web address using
aweb browser:
http://www.glub.com/store/download.jsp?shorthame=secureftp 2 5

Install Glub Tech Secure FTP by running the downloaded file (e.g.,
secureftp2_5 13 setup.exe).

The start-up program for Glub Tech Secure FTP should be at the following location:
C:\Program Files\Secure FTP 2.5\ secureftp.bat.

* Note that prices are the prerogative of the vendor and are not guaranteed by the Bank of Canada.
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3.2. Other FTPS Client GUIs

Organizations may also use other FTPS client GUI software since the FTPS solution is standards
based and not reliant on a specific vendor. Software packages that are expected to work are as
follows. Note that none of these packages has been tested with the Bank of Canada FTPS
solution.

e edtFTP/PRO (http://www.enterprisedt.com/products/edtftpjssl/overview.html). This
is Java-based GUI usable on any platform that supports Java 1.5.x or above.

e WS FTP Professiona 2007 (http://www.ipswitch.com/products/ws ftp/index.asp).
This product can be used on Windows platforms, including Windows XP and
Windows Vista.

e jMethods JFTP (http://www.jmethods.com/products/). Thisis Java-based GUI usable
on any platform that supports Java 1.4.2 or above.

e FTPVoyager (http://www.ftpvoyager.com/). This product can be used on Windows
platforms, including Windows XP and Windows Vista.

3.3. Steps to Upload a File

The following are the standard steps expected to be used to upload afile to the FTPS server. The
snapshots provided assume the use of Glub Tech Secure FTP client GUI (see section 3.1
‘Recommended FTPS Client GUI’). The steps should be similar if using different client
software.

Notes:

e |f your organization uses a proxy server, use menu option File/Preferences to set the
proxy server’s parametersin Glub Tech Secure FTP.

e Organizations that use a firewall that restricts outgoing connections must configure
their firewallsto allow outgoing connections to I P address 204.104.133.46 (csb-
oec.bpmca.com) on ports 990 and 23001 to 23100 if using “implicit” mode, or ports
21021 and 23001 to 23100 if using “explicit” mode.

1. Start theclient GUI. A screen like the following should come up (otherwise click on
“Connect”).
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Open Connection

Conneckion | Opions

Prafile; | csh-oec.bpmea,com L

Host Mame: |cs|:u-u:ueu:.|:-pm-:a.u:u:-m

I
]
|
Iser Mame: |Ftp12345 !
|

Password: | ITXTIXIN]

[] Anorymous

[] 5ave to Bookmarks

[ Conneck ][ Cancel ]

2. Enter the following, select “ Save to Bookmarks™ (this ensures that your entries are saved for
future re-use) then click on tab “Options’:

- The host name csb-oec.bpmca.com or 204.104.133.46 .

- Your organization’s user id (which is“ftp” followed by the Organization Id).

- Your secret password.
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Open Connection

Conneckion  Options

Security Mode: i Implicit 5L

Data Encryprion: Enabled
Clear Command Channel:

Pork:  |990 JI

Starting Remote Folder: | I

ki

Starting Local Folder: |

Connection Type: Passive

Proxy:

[ Conneck ][ Cancel

Or

Open Connection El

Conneckion  Options |

Security Mode: IEpriu:iI: S5l LI
Data Encryption: |v Enabled

Clear Command Channel: [~ Enabled {after authenticakion)

Poart: |21I]21

Starting Remote Folder: I

Skarting Local Folder: || S I

Conneckion Type: ¥ Passive

Proxy: [T Enabled

Conneck I Cancel
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3. You have two options:

“Implicit” option: Select “Implicit SSL” (port should change to 990) and ensure that “ Data
Encryption” is checked (Enabled) and “ Connection Type” is checked (Passive).

“Explicit” option: Select “Explicit SSL” (port should change to 21 but you must changeit to
21021) and ensure that “ Data Encryption” is checked (Enabled) and “Connection Type” is
checked (Passive).

Mew Certificate Encountered

Certificate: Iecued From:
csb-oec bprca.com Entrust.met Secure Server Certification Authoriby
EDCS Entruct.met
EDS_Canada wiwew enitrust.net /CPS incarp, b ref. (limite liab.)
Citbawea, Onkario, CA LS

Key Size: 1024 bits
Certificate Fingerprint:
A FDe92 49 AL 2202 4P T E R C T 36181
Serial Murnber: 1154679133
This certificate is walid from 4-1an-2008 to 4-Feb-2009

[C—-rant This Sessinn][ Dty H Grant Always J

4. Accept the certificate by selecting either “Grant This Session” or “Grant Always”.
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& Secure FTP 2.5 (Mon-Commercial Use)
File Remote Bookmarks Window Help

ﬂ Connect j’ Discannect <§;} @ ! s @ m Q :& i 9
four Cornpuker csb-oec.bpmeca.com Gl
[ 5POC Prod testing - M., %] n ||_u’ V|

Mame = Mame = Size Date Modified

[] password_12345.TaT
email file created.doc
|#] 12345003, ##t
|#] 12345001 #2t

Oiterns

FROT P ke

200 PROT Command OK. Using Private data connection.

SYET

215 TNIX Twype: LB

TYFE L

200 Type set to 4.

PAZV

227 Entering Passive Mode (204, 104,133,46,89,251)

LIST

150 Opening ASCII mode data connection for /binfls.

226 Transfer complete.

TYPE ©

200 Type set to Auto. i

~

Make your FTP server secure with Sacure FTP Wrapper For more info, visitt htbpi/fwrapperiglub. corn 7

5. Theleft side of the screen shows your local folder. Change to the folder that contains the files
to be uploaded.

6. Set the transfer mode (use “Remote/ Transfer Mode / Text” to use ASCII or use “Remote /
Transfer Mode/ Binary” to use binary). Drag and drop the file(s) to be uploaded from the | eft
side of the screen to theright side. Note that the file still does not appear in thefile list even
though it was successfully copied — this is because the content of the folder is blocked for
security reasons.
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& Secure FTP 2.5 (Non-Commercial Use)

File Remote Bookmarks Window Help
Cormect ¥ Di £y P &% Py = W 9
4 Correct g% Disconnec %/ % L & ¥ W }!‘» - B
‘four Computer
[ 5POC Prod testing - M., %] v|
Harne Mame Size Date Modified
_. @
[£] password_12345. 76T
8] email file created.doc
|#] 12345003, ##t
|#] 12345001 #2t
Oiterns
FROT P ke
200 PROT Command OK. Using Private data connection.
SYET
215 TNIX Twype: LB
TYFE L
200 Type set to 4.
PAZV
227 Entering Passive Mode (204, 104,133,46,89,251)
LIST
150 Opening ASCII mode data connection for /binfls.
226 Transfer complete.
TYPE ©
200 Type set to Auto. i
v
Make your FTP server secure with Secure FTP Wrapper, For more info, visiti http/fwrapperglub.corn A

7. Disconnect from the FTPS server by clicking on “Disconnect”.

8. Note: File confirmation (for Processing Agents transmitting Canada Savings Bond purchase
filesonly). Processing Agents must provide advanced notice prior to submitting a purchase file.
This can be done by sending an e-mail with the file information to rpac-pft@csb.gc.ca. When
thefileisreceived and processed, areply will be sent to the submitting organization. This
confirmation should be received within 24 hours of processing. If not, please e-mail rpac-

pft@csh.gc.ca for follow-up.
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4, USING A FTPS CLIENT API

This section provides instructions to users wishing to use the FTPS system through custom-built
client software.

41. Recommended FTPS Client API

The FTPS system has been thoroughly tested using Glub Tech Secure FTP Bean v2.5.6 with
Java5. This software is available on Windows, Mac OS X, Linux, and any Unix platform where
aJava runtime environment (version 1.4+) is present. It can be purchased online from Glub
Tech (http://www.glub.com/store/). The price of the license varies depending on the intended

use —for an organization that intends to use the software internaly (i.e., not for resale), the price
is US$500 per developer’.

4.1.1. Installation of Glub Tech Secure FTP Bean

The following steps may be followed to install Glub Tech Secure FTP Bean on a Windows
desktop (similar instructions would be used for other platforms):

If you don't have the Java Development Kit (JDK) version 1.4 or greater, you must
first download and install it. This can be done, for example, from the following web
address using aweb browser (such as Microsoft Internet Explorer):
http://java.sun.com/javase/downloads/index_jdk5.jsp (download JDK 5.0 Update 12).

If you had to download the Java JDK, install it by running the downloaded file (e.g.,
jdk-1 5 0_12-windows-i586-p.exe).

Purchase alicense of Secure FTP Bean through the following web address using a
web browser and follow the vendor’ sinstructions:
http://www.glub.com/store/

Download the Glub Tech Secure FTP Bean software from the following web address
using aweb browser:
http://www.glub.com/store/downl oad.j sp?shorthame=bean_2

Install Glub Tech Secure FTP Bean by unzipping the downloaded file (e.g.,
gtftps2_5 6.zip) into afolder on your desktop.

Theroot folder for Glub Tech Secure FTP Bean should be at the following location:
C:\Program Files\SecureFtpBean.

* Note that prices are the prerogative of the vendor and are not guaranteed by the Bank of Canada.
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4.2. Other FTPS Client APIs

Organizations may also use other FTPS client API software since the FTPS solution is standards
based and not reliant on a specific vendor. Software packages that are expected to work are as
follows. Note that none of these packages has been tested with the Bank of Canada FTPS

solution.

edtFTPj/PRO (http://www.enterprisedt.com/products/edtftpjssl/overview.html). This
isaJava-based API usable on any platform that supports Java 1.5.x or above.

WS FTP Professional SDK
(http://www.ipswitch.com/products/ws_ftp/devkit/index.asp). Thislanguage-
independent API can be used on Windows platforms. It uses the Windows
Component Object Model (COM) architecture.

Secure FTP Factory (http://www.jscape.com/sftp/index.html). Thisis Java-based API
usable on any platform that supports Java 1.2.2 or above.

jMethods Secure FTP API for Java (http://www.jmethods.com/products/). Thisisa
Java-based API usable on any platform that supports Java 1.4.2 or above.

FTP Voyager SDK (http://sdk.ftpvoyager.com/). This APl isaWindows MFC C++
library.

4.3. Sample Code

The following is an example of a Java class that uses Glub Tech Secure FTP Bean.

/

* * * * * * * * * *

*
—~

Not es:

- Libraries required (included with @ ub Tech Secure FTP Bean):
Gftps.jar, jakarta-regexp-1.4.jar.

- This exanple is for learning only. It is NOT a fully-functional
producti on application.

Exanpl e of FTPS client with A ub Tech Secure FTP Bean
Witten by HP
Last updated in April 2007

package ftpsexanpl es;

i mport com gl ub. secureftp. bean. SSLCertifi cate;
i mport com gl ub. secureftp. bean. SSLFTP;
i mport com gl ub. secureftp. bean. SSLSessi onManager ;

inmport java.io.File;

public class Ftpsd ient Exanpl e i npl enents SSLSessi onManager {
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private SSLCertificate currentCert = null;
public static void main(String[] args) {

/1 This call allows the java.security. SecureRandom obj ect to be

/1 generated prior to being used. C ass SecureRandom provi des a
/1 cryptographically strong pseudo-random nunber generator (PRNG) .
/1 This secure random nunber generator is used by dub Tech Secure
/| FTP Bean.

SSLFTP. preSeed() ;

/] Qbtain FTPS paraneters

String host NameOr | pAddress = nul | ;
int host Port Nunber = O;

String ftpsUserld = null;

String ftpsPassword = nul | ;

if (args.length < 4) {

host NameOr | pAddress = "111.111.111.111"; // Not a real |P address

host Port Nunmber = 990;

ftpsUserld = "ftpl2345";

ft psPassword =

"ftpl2345XXXX"; // Not a recommended password in production

} else {

host NameOr | pAddress = args[ 0] ;

host Port Nunber = new I nteger(args[1]).intVal ue();

ftpsUserld = args[2];

ft psPassword = args[ 3];

/1 Performthe upl oad

Ft psd i ent Exanpl e ftps = new Ft psC i ent Exanpl e();

ft ps. upl oadFi | e( host NanmeOr | pAddr ess, host Port Nunber, ftpsUserld,
ft psPassword, "D:\\tenpo\\password.txt");

/1 Prints if no exceptions
System out . printl n("Done.");

/1 Connect to FTPS server, upload file, then disconnect

public void uploadFile(String host, int port, String user, String pass,
String fileNanme) {

// Instantiate the SSLFTP obj ect and provide FTPS paraneters
SSLFTP ssl FTP =

new SSLFTP(this, host, port, SSLFTP.|MPLICl T_CONNECTI ON,

System out, System out);

try {

/1 Connect and |login to FTPS server

ssl FTP. connect () ;

ssl FTP. | ogi n(user, pass, null);

// Ensure that data is encrypted
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/! in the comunication with the FTPS server
ssl FTP. set Dat aEncrypti onOn(true);

/1 Transfer a file to the FTPS server in ASCI| nobde
ssl FTP. asci i () ;
ssl FTP. store(new Fil e(fil eNane), false);

/1 Logout
ssl FTP. | ogout () ;

} catch (Exception e) {
Systemerr.println("An error occured: " + e.getMessage());
e.printStackTrace();
Systemexit(-1);

/1 Callback nmethod required to i nplenent interface SSLSessi onManager

publ i ¢ bool ean conti nueWthCertificateHostM smatch(SSLCertificate cert,
String actual Host,
String certHost) {
Systemout. println("Certificate host m smatch.");
return fal se;

/1 Callback nmethod required to i nplenent interface SSLSessi onManager
publ i ¢ bool ean conti nueWt hExpiredCertificate(SSLCertificate cert) {
Systemout.println("Certificate expired.");
return fal se;
/1 Callback nmethod required to i nplenent interface SSLSessi onManager
publ i ¢ bool ean conti nueWthlnvalidCertificate(SSLCertificate cert) {
Systemout.println("Certificate invalid.");
return fal se;
/] Callback nmethod required to i nplenent interface SSLSessi onManager
publ i ¢ bool ean conti nueWt hout ServerCertificate() {
Systemout.println("Certificate not sent fromserver.");
return fal se;

/] Callback nmethod required to i nplenent interface SSLSessi onManager

public short newCertificateEncountered(SSLCertificate cert) {
System out. println("New certificate found:");

Systemout. println("Conmon Nanme........: " + cert.getCN());
Systemout.println("Start Date.........: " + cert.getStartDate());
Systemout.println("End Date...........: " + cert.getEndDate());

Page 15



Systemout. println("Fingerprint........: + cert.getFingerprint());
Systemout. println("Serial Nunmber......: + cert.get Serial Nunber ());
System out. println("Organi zation.......: + cert.getOrg());
System out. printl n("Organi zati onal Unit: + cert.getQU());
Systemout.println("Locality...........: + cert.getlLocality());
System out. println("State/Province.....: + cert.getState());
Systemout. println("Country............: + cert.get Country());
Systemout.printin("Email..............: + cert.getEmail ());
Systemout. println("lIssuer's Conmon Nane........: " +
cert.getlssuerCN());
Systemout. println("lIssuer's Organization.......: " +
cert.getlssuerOrg());
Systemout. println("lIssuer's Organizational Unit: " +
cert.getlssuerQJ());
Systemout.println("lIssuer's Locality...........: " +
cert.getlssuerLocality());
Systemout.println("lIssuer's State/Province.....: " +
cert.getlssuerState());
Systemout.println("lIssuer's Country............: " +
cert.getlssuerCountry());
Systemout.println("lIssuer's Email..............:. " +

cert.getlssuerEmil ());
return SSLSessi onManager . ALLOW CERTI FI CATE;

/] Callback nmethod required to i nplenent interface SSLSessi onManager
public short replaceCertificate(SSLCertificate ol dCert,
SSLCertificate newCert) {

System out. println("Replace certificate.");

return SSLSessi onManager . ALLOW CERTI FI CATE;
/1 Callback nmethod required to i nplenent interface SSLSessi onManager
public voi d randonSeedl sGenerating() {

System out . print (" The random seed is generating... ");
/1 Callback nmethod required to i nplenent interface SSLSessi onManager
public voi d randonSeedGener at ed() {

System out. println("The random seed i s generated... ");
/1 Callback nmethod required to i nplenent interface SSLSessi onManager

public void setCurrentCertificate(SSLCertificate currentCert) {
this.currentCert = currentCert;
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5. SPECIFICATIONS FOR UPLOAD FILES

This section provides or references the specifications of the files that may be uploaded through
the FTPS system.

5.1. Data Files

5.1.1. Payroll Contribution Data File Contents

For specifications of the contents of the payroll contribution data files, please see document
http://www.csb.gc.ca/wp-content/upl oads/2009/02/s3conv-techni cal specifications.pdf

. Theformat of the data contents has not changed with the migration to FTPS.

The FTPS server performs the following validations on the data file before accepting it:

e Theuser id that uploaded the file must be defined in the FTPS server as a user of type
“employer”; otherwise, the file is not processed.

e Thetransmitter’'s Organization Id that appears in the transmission header record
(record type 10) and in the transmission trailer record (record type 90) must
correspond to the FTPS user id that is uploading the file. For example, if the user id
is ftp12345 then the transmitter’ s Organization Id must be 12345 in both the
transmission header and the transmission trailer; otherwise, the file is not processed.

e Thetransmitter’s Organization Id that appears in the transmission header record
(record type 10) and in the transmission trailer record (record type 90) must
correspond to the Organization Id that appears in the file name (see section 5.1.3
‘Data File Naming’); otherwise, the file is not processed.

e Thetransmitter’s Organization Id must be permitted to submit records on behalf of
each Organization Id that appears within a batch header record (record type 20), a
batch detail record (record types 30, 40, or 50), and a batch trailer record (record type
80); otherwise, thefileis not processed.

5.1.2. CSB Purchase Data File Contents

For specifications of the contents of the purchase data files, please see the “Retail Debt
Management System (RDMS) Purchase File Specifications Logical Record Standards and the
RDMS Purchase File Specifications Data Element Dictionary” located on the CSB Website at
the following address: http://csh.gc.calfis/selling-and-processing-s42/anguage=en. The format
of the data contents has not changed with the migration to FTPS.

The FTPS server performs the following validation on the datafile before accepting it:
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e Theuser id that uploaded the file must be defined in the FTPS server as a user of type
“purchase agent”; otherwise, the file is not processed.

e The Organization Id that appearsin the header record (record type A) and in the
trailer record (record type Z) must be the same as the Organization |d that appearsin
the file name (see section 5.1.3 * Data File Naming’); otherwise, the file is not

processed.

5.1.3. Data File Naming

A datafile name (for payroll contribution datafiles and purchase data files) must be as follows
(the data file naming convention has not changed with the migration to FTPS):

xxxxxnnn. ##T (not case sensitive) for testing

xxxxxnnn. ##P (not case sensitive) for production

Where:

XXXXX

nnn

“HHT | “HHP

The Organization Id —thisis Organization Id that appears in the data
file header.

A sequence number of your choice.

Payroll contribution data files: The sequence number must use
alphanumeric charactersonly (A to Z, ato z, and 0 to 9) and can be of
any length greater or equal to 1. This number can be used to meet the
naming requirements of your organization, such as different payrolls,
different paydays, etc. Note that if several payroll contribution files are
sent on the same day, it is required that this number be unique for each
file within that day.

Purchase datafiles: The sequence number must use alphanumeric

charactersonly (A to Z, ato z, and 0 to 9) and must be 3 characters.

Sequence Numbers should be unique within a campaign period. It is
advisable to increment with each transmission.

Use asis (not case sensitive). A file having an extension of “##P” will
be processed normally. A file having an extension of “##T” will be
processed as atest file.

Examples of valid payroll contribution datafile names:

123451. ##T

1234599999. ##P
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12345001. ##t

12345999. ##p

Examples of valid purchase data file names:
12345001. ##T
12345999. ##P
12345678. ##T
00001999. ##P
12345001, ##t

12345999. ##p

Examples of invalid file names:

12345, ##p (Sequence number is missing)

12345999. P (“##" ismissing from the extension)

12345001. ###T (Too many “#” in the extension)

12345 1. ##T (Spaces not allowed)

12345999. #P (Not enough “#” in the extension)

12345001. TXT (“TXT” isnot an acceptable extension here)
12345001##T (Period is missing)

99912345, ##P (Organization Id must be before sequence number)

Notes:

e A datafile must strictly follow this naming convention to be considered valid and to
be processed.

e Theoriginal file stored in your environment is not required to have the same name as
the file uploaded to the FTPS server; however, using the same name or arelated name
(e.g., “2009-JAN-05-12345001.4#T" for upload file “ 12345001.#4T") may allow an
easier correlation of your files to the files uploaded to the FTPS server.

e We strongly recommend that you keep a copy of the file in your environment until
you receive confirmation of transmission receipt and batch processing from Bank of
Canada.
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5.2. Password Files

5.2.1. Password File Contents

As stated earlier, we recommend that you update your password on aregular basis. The FTPS
system allows you to modify your password by uploading a password file. The password fileis
expected to contain asingle word (case sensitive). The word included in the file will be the new
password. Example of password file (note that thisis not a good example of password to use):

[ PASSWORD_12345.TXT - Notepad ' - 10| x|
File Edit Format “iew Help
TTPL234 500 A

[

The FTPS server performs the following validations on the password before accepting it:

The password must be ASCII character encoded text.
The password must be at least 12 characters long but no more than 40 characters long.

The password must contain at least one lower-case al phabetic character, one upper-
case aphabetic character, and two numeric characters.

The password must contain only a combination of the following characters. ‘a to‘Z,
‘A’to‘Z,and‘0’'to‘9'.

The first eight characters of the password must contain at least one numeric character
and two alphabetic characters.

The password cannot be a circular shift of the user id (note that such a password
would beinvalid anyway because it would be only nine characters long and therefore
too short).

The new password must differ from the previous password and cannot be areverse or
circular shift of the previous password. For this comparison, uppercase |etters and
lowercase |etters are considered to be equal.

The new password must have at least three characters that are different from the old
password. For this comparison, uppercase letters and lowercase |etters are considered
to be equal.
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Examples of valid passwords:
ABCxyz123456

1933t 01995El i zabet hVi ct ori aMont gonery
Examples of invalid passwords:
ABCxyz123 (lessthan 12 characters long)
1933t 01995El i zabet hVi ct or i aMbont goner yWasBewi t ched (too long)
El i zabet hVi ct ori aMont gomery (N0 numeric characters)
1933t 01995el i zabet hnont gormery (N0 upper-case characters)
1933TO1995EMONTGOVERY (no lower-case characters)
El i zabet hMont goner y1933t 01995 (no numeric charactersin first 8 characters)
33- 95El i zabet hMont gomer y (special character ‘- is not accepted)

33 95 Elizabeth Montgomery (space is not accepted)
5.2.2. Password File Naming

A password file name must be * password_xxxxXx.txt” (not case sensitive) where xxxxx equals the
Organization Id of the FTPS User id that is uploading the file. If a password file uses any other
name, it will not be processed as a password file.

Examples of valid file names:
Password_12345. t xt
PASSWORD 12345. TXT
Password_12345. t xt
Password_12345. TXT

PassWrd 12345. TXT

PaSsWRd. TxTExamples of invalid file names:

PASSWORD 12345 (extension is missing)
PASSWORD_12345. DOC (extension must be “TXT")
Pass word_12345. t xt (space is not accepted)
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Passwor d_12345-t xt (dash is not accepted in place of period)
QpenSesane_12345. t xt (“OpenSesame” must be changed to “password”)
Password.txt (orgid ismissing)

Notes:

e A password file must strictly follow this naming convention to be considered valid
and to be processed.

e The password change takes effect within afew minutes after a password file is
uploaded. You will receive an email after the password change is attempted by the
FTPS server —the email will state whether the change was successful or not.
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